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NAVDENCEN SOUTHWEST INSTRUCTION 5239.1D

Subj:    AUTOMATED INFORMATION SYSTEM SECURITY PROGRAM (AISSP)

Ref:     (a) SECNAVINST 5239.3

            (b) SECNAVINST 5211.5D

            (c) NAVDENCENSDIEGOINST 5230.1D

            (d) NAVSUPINST 4200.85C

Encl:    (1) AISSP for Naval Dental Center Southwest (NDCSW)

            (2) Contingency Plan

1.    Purpose.    To promulgate NDCSW’s Automated Information System (AIS) Security Program and assign responsibilities within guidelines of references (a) through (d).    This instruction establishes a comprehensive new plan for AIS security, appropriate use, and risk assessment and should be read in its entirety.

2.    Cancellation.    NAVDENCENSDIEGOINST 5239.1C and NAVDENCENSDIEGOINST 5239.2B.

3.    Definitions
       a.    Office Information System (OIS):  Type of Automatic Data Processing Office (ADPO) equipment primarily limited to document text preparation.

       b.    Data:    Includes all information processed, handled, or other wise manipulated by an Automatic Data Processing (ADP) system, OIS or network.

       c.    Hardware:    The physical components of a system, e.g., keyboards, disk drives, computers, and printers.

       d.    Software:    Programs, procedures and documentation associated with a computer system

       e.    Media:    Memory storage for software, e.g. tape, floppy disk, hard disk.

       f.    Hard Copy:    A copy of data reduced to paper.

       g.    Abbreviated Systems Decision Paper (ASDP).    Documentation used to justify procurement of microcomputer systems.
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4.    Background.    References (a) and (b) established minimum AIS security structure, responsibilities and standards.  In addition, it prescribes the Department of the Navy (DON) policy and procedures for implementing the Privacy Act of 1974 (Public Law 93-579) with regard to all personal data systems within the Department of the Navy. 

5.    Discussion.    In compliance with the above references, risk assessment and contingency planning for command AIS are to be initiated and accredited when an adequate level of security has been attained.  Achievement and maintenance of accreditation for all AIS systems within the command is mandatory.   

6.    Action.    Enclosure (1) delineates and assigns responsibilities for implementation and review of compliance with Department of the Navy and Bureau of Medicine and Surgery policies on AIS Security at NDCSW.  Enclosure (2) provides essential guidance for contingency preparation, emergency reaction, backup and restoration following occurrence of a contingency situation.
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