INDIVIDUAL FORCE PROTECTION PLAN  (IFPP)

1. TRAVELER'S INFORMATION AND CHAIN OF COMMAND

	a. SUBMITTING ORGANIZATION / COMMAND:
	

	b. FIRST FLAG OR SES IN CHAIN OF COMMAND:
	

	c. CO (RANK & NAME), TEL NO., AND E-ADDRESS:
	

	d. XO (RANK & NAME), TEL NO., AND E-ADDRESS:
	

	e. TRAVELER'S RANK / FULL NAME / SSN:
	

	f. TRAVELER'S PHONE NUMBER AND OFFICE CODE:
	

	g. TRAVELER'S OFFICIAL E-MAIL ADDRESS:
	

	h. TRAVELER'S DEPT HD (RANK & NAME) AND E-ADDRESS:
	


2. DESTINATION / PREPARATION

	a. DESTINATION COUNTRY:
	

	b. TERRORIST THREAT LEVEL (TTL):
	

	c. CRIMINAL THREAT LEVEL (CTL):
	

	d. FORCE PROTECTION CONDITION (FPCON):
	

	e. BUDDY RULE (BR): ENCOURAGED OR REQUIRED?  IF BR IS REQUIRED, STATE HOW REQUIREMENT WILL BE MET:
	

	f. DEPT OF STATE ANNOUNCEMENTS (by title and date):
	

	g. DEPT OF STATE WARNINGS (by title and date):
	

	h. DEPT OF STATE CAUTIONS (by title and date):
	

	i. USPACOM DOD TRAVEL RESTRICTIONS (list by Msg DTG):
	

	j. AT/FP RESPONSIBILITY AT THE DESTINATION:
	

	k. THEATER/COUNTRY CLEARANCE MSG DTG:
	

	l. DATE OF LEVEL 1 AWARENESS TRAINING:
	

	m. DATE OF LOCATION/AREA SPECIFIC BRIEF:
	

	n. BASIS FOR TRAVEL (TAD/LEAVE/EMERGENCY LEAVE).  IF TRAVEL IS FOR TAD, STATE SPECIFIC REASON FOR TAD (THE QUESTION IS OFTEN ASKED BY THE APPROVING FLAG SO BE SPECIFIC AND DETAILED IN YOUR ANSWER).
	


3. TRANSPORTATION PLANS

	AIR: Initial
	

	a. DEPARTURE DATE:
	

	b. DEPARTURE CITY:
	

	c. DESTINATION CITY:
	

	d. AIRLINE:
	

	AIR: Return
	

	e. DEPARTURE DATE:
	

	f. DEPARTURE CITY:
	

	g. DESTINATION CITY:
	

	h. AIRLINE:
	

	GROUND: Intra Area After Arrival
	

	i. METHOD 1:
	PRIMARY - U.S. GOV’T VEHICLE IF AVAILABLE

	j. METHOD 2:
	ALTERNATE - AVAILABLE PUBLIC TRANSPORTATION

	k. OTHER METHOD:
	PRIVATELY OWNED VEH OR RENTAL


INDIVIDUAL FORCE PROTECTION PLAN  (IFPP)

4. WEAPONS DECLARATION / CONTACT INFORMATION AT DESTINATION

	a. WILL WEAPONS BE CARRIED DURING THIS TRAVEL?
	

	b. WORKPLACE LOCATION (address or name identifier):
	

	c. WORKPLACE TELEPHONE NUMBER:
	

	d. WORKPLACE E-MAIL ADDRESS:
	

	e. SECURITY OF WORKPLACE PROVIDED BY:
	

	f. BILLETING LOCATION (address or name identifier):
	

	g. BILLETING TELEPHONE NUMBER:
	

	h. BILLETING E-MAIL ADDRESS:
	

	i. SECURITY OF BILLETING PROVIDED BY:
	


5. MEDICAL RESOURCES

	a. DATE / SOURCE OF BRIEF IRT AVAILABILITY OF MEDICAL CARE AND AMBULANCE SERVICE AT DESTINATION:
	BRIFED SAME DATE AS DoS LOCATION/AREA SPECIFIC BRIEF.  SOURCE: DoS CONSULAR INFORMATION SHEET  (CIS)

	b. DATE / SOURCE OF BRIEF IRT OTHER HEALTH / MEDICAL CONCERNS AT DESTINATION:
	BRIFED SAME DATE AS DoS LOCATION/AREA SPECIFIC BRIEF.  SOURCE: DoS CONSULAR INFORMATION SHEET  (CIS)


6. COMMUNICATIONS AT DESTINATION

	a. ARE PUBLIC TELEPHONES AVAILABLE ?
	YES

	b. AMERICAN EMBASSY TELEPHONE NUMBER:
	

	c. ON-INSTALLATION TELEPHONE NUMBER FOR POLICE:
	

	d. OFF-INSTALLATION EMERGENCY TELEPHONE NUMBERS:
	WILL BE OBTAINED IMMEDIATELY UPON ARRIVAL


7. SITUATIONAL AWARENESS / SAFE HAVENS

	a. SAFE HAVENS – INITIAL:
	U.S. MILITARY INSTALLATIONS; AMERICAN EMBASSY; LOCAL POLICE STATIONS

	b. SAFE HAVENS – ALTERNATE:
	WILL IDENTIFY UPON ARRIVAL

	c. E-ADDRESS FOR USPACOM TERRORIST, CRIMINAL, AND FPCON THREAT LEVELS,... BUDDY RULE REQUIREMENT, THEATER/COUNTRY CLEARANCE LEAD TIME/REQUIREMENT:
	http://www.pacom.mil/staff/at/country_reqts.doc


	d. E-ADDRESS FOR DEPARTMENT OF STATE TRAVEL WARNINGS, ANNOUNCEMENTS, CAUTIONS, AND ADVISORIES:
	http://travel.state.gov/travel_warnings.html

	e. E-ADDRESS FOR CNN NEWS:
	http://www.cnn.com

	f. E-ADDRESS FOR FOX NEWS:
	http://www.foxnews.com
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8. RESPONSIBILITY

	a. PERSONAL RESPONSIBILITY:
	I WILL MONITOR THE USPACOM WEB SITE FOR TERRORIST, CRIMINAL, AND FPCON THREAT LEVEL INCREASES.

	b. PERSONAL RESPONSIBILITY:
	I WILL MONITOR THE DoS WEB SITE FOR WARNINGS,  ANNOUNCEMENTS, CAUTIONS, AND ADVISORIES.

	c. PERSONAL RESPONSIBILITY:
	I WILL MONITOR LOCAL AND INTERNATIONAL NEWS SOURCES.

	d. PERSONAL RESPONSIBILITY:
	UPON ARRIVAL, I WILL CONFIRM GOOD CONTACT NUMBERS WITH MY CHAIN OF COMMAND.

	e. PERSONAL RESPONSIBILITY:
	I WILL COMPLY WITH ATTACHMENTS 1&2.

	f. PERSONAL RESPONSIBILITY:
	I WILL COMPLY WITH THE TRAVELERS FPCON MEASURES.


9. ALTERNATE SOURCES FOR OBTAINING THREAT INFORMATION

	a. USPACOM CDO:
	(808) 477-7227

	b. JICPAC:
	(808) 473-6365

	c. COMPACFLT CDO:
	(808) 471-3201

	d. COMPACFLT IFPP PROGRAM COORDINATOR:
	(808) 474-6790  OR  (808) 864-8032

	e. COMMAND SPECIFIC NUMBERS:
	


10. ACKNOWLEDGEMENT OF CONDITIONAL APPROVAL

	a. APPROVAL OF THIS TRAVEL / IFPP IS CANCELLED IF:
	THE TERRORIST, CRIMINAL, and/or FPCON THREAT LEVELS INCREASE FOR MY DESTINATION(s).

	b. APPROVAL OF THIS TRAVEL / IFPP IS CANCELLED IF:
	THE BUDDY RULE SUDDENLY BECOMES A REQUIREMENT (IF IT ISN'T ALREADY) FOR MY DESTINATION(s).

	c. APPROVAL OF THIS TRAVEL / IFPP IS CANCELLED IF:
	THE DoS ISSUES SUDDEN WARNINGS, ANNOUNCEMENTS, CAUTIONS, and/or ADVISORIES FOR MY DESTINATION(s).

	d. APPROVAL OF THIS TRAVEL / IFPP IS CANCELLED IF:
	USPACOM SUDDENLY IMPOSES TRAVEL RESTRICTIONS FOR MY DESTINATION(s).
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BELOW SPACES ARE FOR THE COMPACFLT IFPP PROGRAM COORDINATOR – NO INPUT REQUIRED

	a.  DOES INDIVIDUAL’S ENTIRE CoC ENDORSE THIS TRAVEL (VERIFIED) ?
	

	b. HAS FIRST FLAG EVER DISAPPROVED TRAVEL TO THIS AREA ?  IF SO, FOR WHAT REASON ?
	

	c. HAS FIRST FLAG EVER APPROVED TRAVEL TO THIS AREA ?
	

	d. IS LEVEL 1 AT/FP TRAINING DATE WITHIN 12 MONTHS OF TRAVEL?
	

	e. WHAT IS SOURCE OF LEVEL 1 TRAINING (VERIFIED) ?
	

	f. IS LOCATION/AREA SPECIFIC BRIEF WITHIN 3 MONTHS OF TRAVEL?
	

	g. WHAT IS SOURCE OF LOCATION/AREA SPECIFIC BRIEF (VERIFIED)?
	

	h. HAS TRAVELER BEEN PROVIDED WITH THE JOINT SERVICE (JS) PUBLICATION 5260: SERVICE MEMBER'S PERSONAL PROTECTION GUIDE ?
	

	i. HAS THE TRAVELER BEEN PROVIDED WITH THE NCIS SECURITY WHILE TRAVELING (SWT), ANTITERRORISM INDIVIDUAL PROTECTIVE MEASURES (AIPM) FOLDING WALLET CARD ?
	

	j. HAS THE TRAVELER BEEN PROVIDED WITH  DEPARTMENT OF STATE CONSULAR INFORMATION SHEET AND RELATED PUBLIC ANNOUNCEMENTS, CAUTIONS, WARNINGS, OR ADVISORIES FOR THEIR STATED DESTINATION ?
	

	k. HAS THE TRAVELER BEEN PROVIDED WITH OPORD 5050-99 TRAVELER’S ANTITERRORISM FPCON MEASURES ?
	

	l. HAVE RECALL NUMBERS / E-ADDRESSES BEEN TESTED / VERIFIED BY INDIVIDUAL’S COC ? (POC)
	

	m. ARE LISTED TTL, CTL, AND FPCON THREAT LEVELS ACCURATE ?  (SOURCE)
	

	n. IS THE LISTED BUDDY RULE REQUIREMENT ACCURATE ?  (SOURCE)
	

	o. ARE DEPARTMENT OF STATE PUBLIC ANNOUNCEMENTS, WARNINGS, CAUTIONS, OR ADVISORIES ACCURATE ?
	

	p. ARE THE LISTED USPACOM RESTRICTIONS ACCURATE ?
	

	q. DOES SPECIFIC CLASSIFIED THREAT INTEL APPLY TO STATED DESTINATION(s) ?
	

	r. DOES GENSUR MSG TRAFFIC DISCLOSE ANY SPECIFIC CONCERNS FOR THIS AREA?
	

	s. DOES THE DIA THREAT LEVEL SITE DISCLOSE ANY DISCREPANCIES IN THE THREAT LEVELS FROM THOSE STATED BY USPACOM ?
	

	t. DOES THE DIA THREAT SITE DISCLOSE SIGNIFICANT CONCERNS IN THE FOREIGN INTEL THREAT LEVEL, POLITICAL VIOLENCE THREAT LEVEL, AND/OR THE HEALTH PROTECTION RISK ASSESSMENT ?
	

	u. HAVE THE REQUIREMENTS OF THE DOD FOREIGN CLEARANCE GUIDE BEEN MET IRT THREATER / COUNTRY CLEARANCE MESSAGE SUBMISSION ?
	

	v. WAS THE THEATER / COUNTRY CLEARANCE MESSAGE SUBMITTED WITHIN THE REQUIRED LEAD TIME IRT AUTOMATIC CONCURRENCE ?
	

	w. IF THE THEATER / COUNTRY CLEARANCE MESSAGE WAS NOT SUBMITTED WITHIN THE REQUIRED LEAD TIME, HAS VERBAL AUTHORIZATION BEEN OBTAINED FROM THE AMERICAN EMBASSY?  (LIST DATE AND POC AT AMEMBASSY)
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 ATTACHMENT 1

PREPARATION AND PLANNING

1) AT TRAINING, INTELLIGENCE AND THREAT BRIEFINGS 
a) TRAVELERS HAVE COMPLETED LEVEL I AT AWARENESS TRAINING IN THE PAST 12 MONTHS. 

b) TRAVELERS HAVE RECEIVED A THREAT BRIEFING FOR THE DESTINATION(S) IN THE PAST 3 MONTHS THAT INCLUDED INFORMATION ON:

i) HISTORICAL ACTIVITY

ii) RECENT ACTIVITY

iii) KNOWN GROUPS

c) TRAVELER WILL WEAR CIVILIAN CLOTHING WHILE TRAVELING.

d) SAFETY ADVISORY: TRAVELER HAS BEEN PROVIDED SAFETY/SECURITY ADVISORIES, WITH EMPHASIS ON HOTEL/STREET CRIME, FIRE SAFETY, MEDICAL TIPS, WATER/FOOD SAFETY, AND RELATED TOPICS. 

e) SECURITY ADVISORY: TRAVELER HAS REVIEWED INFORMATION ON SAFETY AND SECURITY. 

f) CRIME ADVISORY: TRAVELER WILL SAFEGUARD VALUABLES AND TAKE ADVANTAGE OF ANY PROVIDED SAFES. TRAVELER WILL REMAIN ALERT AND TAKE THE SAME PRECAUTIONS HE WOULD TAKE IN ANY MAJOR URBAN AREA.  PETTY CRIMINALS ARE MOST ACTIVE IN PREDOMINATELY TOURIST AREAS, AIRPORTS, MARKETS, RESTAURANTS, PUBLIC TRANSPORTATION AND HOTELS.

2) EMERGENCY ACTION PLAN:

a) COMMUNICATIONS: TRAVELER HAS BEEN PROVIDED WITH EMERGENCY TELEPHONE NUMBERS.

b) EVACUATION PLANS: NO REQUIREMENT TO EVACUATE THE COUNTRY IS ANTICIPATED; HOWEVER, TRAVELER WILL HAVE TELEPHONE NUMBERS AND POINTS OF CONTACT TO CHANGE AIRPLANE RESERVATIONS IF REQUIRED. 

c) UPON IDENTIFICATION OF SUSPICIOUS ACTIVITY POSSIBLY ENDANGERING PERSONNEL, FACILITIES, OR RESIDENCES, TRAVELER WILL NOTIFY HOTEL SECURITY, LOCAL POLICE, MILITARY SECURITY / POLIOCE AS APPROPRIATE.  IF WARRANTED, SUBSEQUENT NOTIFICATION WILL BE MADE TO THE USCOMPAC CDO AT 808-477-7227.

d) SAFE HAVENS: TRAVELER WILL PROCEED TO NEARBY US GOVERNMENT FACILITIES OR REMAIN IN HOTEL UNLESS OTHERWISE INSTRUCTED.

3) SPECIFIC CONTINGENCY PLANS:

a) TERRORIST ATTACK ON HOTEL:   

i) CONTACT APPROPRIATE US GOVERNMENT SECURITY FACILITY

ii) THEN EVACUATE TO NEAREST US GOVERNMENT FACILITY

b) TERRORIST ATTACK AGAINST WORKPLACE: 

i) FOLLOW INSTRUCTIONS OF VISITED WORKPLACE.  

ii) ASSESS SITUATION, AND PLAN TO EVACUATE VIA COMMERCIAL AIRLINES. 

c) MOB VIOLENCE OR CIVIL DISTURBANCE: 

i) MONITOR SITUATION

ii) IF OFF-DUTY, CEASE ACTIVITIES

iii) REMAIN AT HOTEL UNTIL SITUATION IS RESOLVED

iv) COORDINATE WITH APPROPRIATE US GOVERNMENT FACILITY AND DEPART VIA COMMERCIAL AIR IF NECESSARY.

d) NEW TERRORIST THREAT INFORMATION, CHANGE IN THREAT LEVEL OR FPCON: 

i) COORDINATE WITH APPROPRIATE US GOVERNMENT SECURITY FACILITY

ii) ASSESS SITUATION, CONTACT HOME UNIT 

iii) CONTINUE WITH ENHANCED SECURITY OR CANCEL VISIT AND DEPART VIA COMMERCIAL AIR.

e) NATURAL DISASTER IN AO: 

i) ASSESS SITUATION

ii) COORDINATE WITH VISITED WORKPLACE

iii) CANCEL MEETING IF APPROPRIATE

iv) CONTACT HOME UNIT AND DEPART VIA COMMERCIAL AIR IF APPROPRIATE.  

v) IF DISASTER IS OF SUCH MAGNITUDE COMMERCIAL AIR FLIGHTS UNAVAILABLE, COORDINATE WITH APPROPRIATE US GOVERNMENT SECURITY FACILITY TO DEPART VIA OTHER AIRPORTS.

CONTINUE DOWN TO ATTACHMENT 2
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ATTACHMENT 2

ANTITERRORISM INDIVIDUAL PROTECTIVE MEASURES

1) VARY:
a) ROUTINES

b) SCHEDULES/TIMES

c) TRAVEL ROUTES

d) EATING ESTABLISHMENTS

e) SHOPPING LOCATIONS

f) ATTIRE

2) AVOID:

a) CROWDED AREAS, DEMONSTRATIONS, PUBLIC HOLIDAY FESTIVALS, KNOWN TROUBLE SPOTS

b) EXCESSIVE USE OF ALCOHOL

c) OFFENSIVE, INSULTING, ILLEGAL, OR UNETHICAL BEHAVIOR

3) KNOW:

a) HOW TO USE LOCAL TELEPHONE SYSTEMS AND HAVE CORRECT CHANGE

b) WHERE THE US EMBASSY IS (ADDRESS AND TELEPHONE NUMBER)

c) WHERE THE NEAREST POLICE AND FIRE STATIONS ARE

d) WHERE THE NEAREST HOSPITAL IS

e) WHERE FRIENDLY/ALLIED FOREIGN EMBASSIES/CONSULATES ARE

f) WHERE SAFE HAVENS ARE

g) WHERE YOUR HOTEL/BILLETING SITE IS IN RELATION TO EVERYTHING ELSE

h) SIMPLE PHRASES IN THE PREDOMINANT LANGUAGE OF THE COUNTRY YOU’RE VISITING

4) BOMB INCIDENTS:

a) BE ALERT TO SUSPICIOUS OBJECTS FOUND AROUND WORKPLACE SITES, HOTEL, AIRPORT, OR TRANSPORTATION -

i) UNATTENDED BAGGAGE

ii) UNATTENDED BRIEFCASES

iii) UNATTENDED BOXES, CRATES, MUSICAL INSTRUMENT CASES

iv) UNATTENDED VEHICLES

b) IF A SUSPECTED BOMB IS DISCOVERED, CLEAR THE AREA IMMEDIATELY

c) NOTIFY LOCAL SECURITY, AND YOUR CHAIN OF COMMAND.

d) RECOGNIZE POTENTIAL LETTER/PACKAGE BOMBS BY -

i) UNUSUAL ODORS

ii) EXCESS POSTAGE

iii) SPECIFICALLY ADDRESSED TO AN INDIVIDUAL OR THE ENTITY’S SENIOR OFFICER/PERSON

iv) BULGES, BUMPS, OR ODD SHAPES

v) NO RETURN (OR UNRECOGNIZED) ADDRESS

vi) PROTRUDING WIRES/STRINGS

vii) POOR SPELLING, PUNCTUATION, EXCESSIVE MARKINGS (E.G., EYES ONLY, PERSONAL, CONFIDENTIAL)

e) IF DISCOVERED, EVACUATE AREA, CALL SECURITY; DO NOT MOVE OR TOUCH PACKAGE

ATTACHMENT 2 – Continued on next page
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ATTACHMENT 2 - Continued

5) TRAVEL SECURITY:

a) AIRPORT TERMINALS -

i) USE “SANITIZED” (NO USG AFFILIATION) OR CONCEALED BAG TAGS

ii) MINIMIZE TIME IN TERMINALS; WAIT IN STERILE AREAS

iii) REFUSE TO CARRY LUGGAGE FOR STRANGERS; REPORT REQUESTS TO AIRPORT AUTHORITIES

iv) WATCH OTHER WAITING PASSENGERS; BE ALERT TO NERVOUS, SUSPICIOUS CHARACTERS

b) AT HOTELS -

i) DO NOT GIVE ROOM NUMBER TO STRANGERS

ii) REQUEST A ROOM FACING AWAY FROM THE STREET, BETWEEN THE 4TH AND 7TH FLOORS

iii) USE CURTAINS

iv) LEAVE A LIGHT OR TV ON; GIVE THE APPEARANCE OF OCCUPANCY; USE “DO NOT DISTURB” DOOR SIGN

v) ANSWER TELEPHONE “HELLO”; BE CIRCUMSPECT IN YOUR CONVERSATIONS

c) DOMICILE TO DUTY -

i) USE ALTERNATE PARKING PLACES

ii) LOCK UNATTENDED VEHICLES

iii) LOOK FOR TAMPERING; FINGERPRINTS, GREASE MARKS, DIRT SMUDGES, OR SPECIFICALLY CLEANED AREAS

iv) ALTER ROUTES AND TIMES

v) PLAN ESCAPE ROUTES AS YOU DRIVE

vi) BE ALERT TO FOLLOWING/APPROACHING MOPEDS/CYCLES

vii) DO NOT PICK UP HITCHHIKERS

viii) DRIVE WITH WINDOWS UP AND DOORS LOCKED

ix) AVOID CHOKEPOINTS

x) KEEP VEHICLE GAS TANK AT LEAST HALF FULL; MAINTAIN VEHICLE WELL

STAY ALERT TO THREATS AND MAINTAIN A LOW PROFILE.   IF IN DOUBT, REPORT IT.

